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FilePro — 310 Npo/iBMHYTHII aHAIM3aTOP JUCKOBOIO MPOCTPAHCTBA, Pa3padOTaHHbIH KaK MOPTaTUBHBIMA, TPOCTON U
yIOOHBIN MHCTPYMEHT JUIsI AUCKOBOTO MpocTpaHcTBa. OH aHAMM3UPYET U MOKa3bIBaeT pa3Mep BCeX KaTaloroB U (hailioB B
Tarke Win Ha JUCKe, COOOIaeT pa3Mep BCeX KaTaJoroB U (pailyioB B 3aJaHHOM MeCTe, OTOOpakaeT pa3Mep BCeX KaTaloroB

1 (hailyIoB IO JUCKaM WM [allKaM, a TAK)Ke KONMPYET WM [lepeMeltaeT nanku 1 ¢ailisl. Ha j1ety. OH TakkKe MOXET

KOMMPOBaTh MMeHa (haiiyioB WM pacIIMpeHysl, IMEHA MaIoK WK pacuupeHus B Oydep oOMeHa Uil pOCMOTpa WU
(pubTpanyu pacmmpenuii (haiioB, ompeaeNseMbIX mojib3oBarteneM. KimoueBast o0coOeHHOCTh: ® OLIeHUBAET U MOKA3hIBAET

pa3mMep Bcex Katajloros u (paityios. © IIpenocrasiser nHTepgEnc s KONUPOBAHUS, IEPEMEIIEHUs U YAAICHNUS MAToK U
¢aitnios. ? Ilpeacrasisier oTYET O pa3mepe MaIky U OTYET O pa3Mepe aucka uiM gucka. ? Coptupyer uMeHa (hailioB U
narnok win pacumpenus. T1okassiBaeT rpaduyeckoe MpeACTaBIeHUe AepeBa nanok. ?T1oka3sBaeT APeBOBUAHOE
MpeICTaBJICHIE C OOIIMM pa3MepOM, YaCThI0 POAUTEIHCKOTO MECTOIONOKEHHS (B MPOLEHTAX), OOIIMM KOINYECTBOM
KaTaJoroB u (pailyioB, pasMepoM KOpPH:I, OOIIIM KOJTMIECTBOM KOPHEBHIX KaTaJIOroB U (paiiyios. * OtoOpaxkaer naty u
BO3PacT MOMEHTAJILHOTO CHIMKA M ITyTH, & TaKxke OO pa3mep, KaTaioru u daiel. ? Kinaccugumupyer nanku u (aiiisl
10 UMEHU WK paciipenuio. ?TlokassiBaeT cBOOOIHOE MECTO IPH MOCJIEAHEM CKAHUPOBAHUH. * AHAIM3UPYET CTATUCTUKY
(paityioB 1 Manok, a TakXke JaTy U BO3pAcT TEKYINEero MOMEHTaIbHOTro CHUMKA. ? IIpegocrapiseT MH(GOPMAIIHIO IS
KONMPOBaHUs, TIepeMelleHNs], YAaleH!s U lepeuMeHoBanus (aiyioB u nanok. ?IlokassiBaer cricok ¢ailjioB B BUIE
Jepesa. ? Moxet (punbTpoBaTh U COPTUPOBATH (pailyibl ¥ ManKu 1o pasMepy win gare. ? [TokaspiBaet nmeHa (haiyioB u
pacliMpeHtsi, UMeHa Marok Wi paciupenus. ?TlokaspiBaer rpaguyueckoe rnpeacraBieHue Jepesa namok. ? Moxer

KONMPOBATh, IEpeMeaTh, yAATIATh U IepeMMEHOBBIBATh (hailibl U Manku. ? MoKeT 3ayCTUTh KOMaHIHYIO CTPOKY B

TEeKyILEeM MecTomonoxeHnu. ?Tlokas3bIBaeT CIICOK Beex (hailyioB, MANoOK U KaTaJaoroB Ha gucke. ?TIokasbiBaeT gaty u

BO3pAacT TEKyIIero cHuMKa. 7 OTKpbIBaeT CIIMCOK AUCKOB C pa3MepaMu (paiijioB, Marok 1 Karajaoros. ?TlokasbiBaeT Bce
(bavinel B BUae nepesa. ?TlokasbiBaeT 00Kl pa3mep, Katanoru u (aiisl. ?TlokaspiBaeT o0IIee KOJIMIeCTBO KaTaJIOrOB 1
(aiinor. ?TToka3piBaeT AaTy M BO3PACT TeKylmero cHuMKa. «CopTupyeT Katajioru u (aiisl. Tloka3bpiBaeT CBOOOJIHOE MECTO
Y MOCJIEJHEM CKAHUPOBAHUU. ® AHAIM3UPYET CTATUCTUKY (hailjIoB 1 nanok. ? MoxeT KonupoBath, epeMelaTh, YAAISITh
Y TIepEMMEHOBBIBATD (Paitsibl 1
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Becenbe co B3momom Hazeanme: Ransomware Mac, Win Spam? B3om co B3nomoM: mmdppoBanue (haityioB A1 MOJIb30BaTeNeH
Mac u Windows ®aiiisl mporpamMmM-BeiMoraTesnieir Mac, Win Spam? siBisieTcst mocjieJHAM JIOTIOJTHEHNEM K PacTymieMy
CeMENCTBY BeO-MOLIEHHUKOB. DTOT THII 3apakeHUs1 0ObIYHO OOHAPYKUBACTCSI B IOCJIEAHUE HECKOJIBKO JIET, KOT/IA TAKUEe
rpymmbl, Kak Emsisoft, Habmonaior yBenanueHne cemeiicTBa nporpamm Ha 6aze Windows. ABTOpPBI 3TOH KOHKPETHOM IPOrpaMMBbl-
BBIMOT'aTelIsI IO CUX IO HEM3BECTHBI, HO UCCIIEIOBATENI OOHAPYKUBAIOT, UTO yrpo3a cylecTBoBaia emle B 2013 rogy. daiiist
nporpaMMm-BeiMoraresneit Mac, Win Spam? 3anpammsaet y noss30BaTesIsi BBIKYH 32 paclin(poBKY 3a0JIOKMPOBAHHBIX JIAHHBIX.
Ha camom niene BperonocHoe 10 mMeeT BO3MOKHOCTb MIM(POBATh ONpeeeHHbIe (paiiibl ¥ ANk B CUCTEME KepTBbL. TO,
Kazajoch Obl, 6e3001IHOe IPUJIOKEHHUE Ha CaMOM JieJie peiHa3HaYeHO AJIs UCIIOIb30BaHNUs ONpe/ie/IeHHBIX MEXaHU3MOB, YTOObI
NpeJOTBPATUTh JII0OBIe KOHTPMEPSI, IpeIIpUHIMaeMble Mobp3oBaTteseM. BpenoHocHoe 10 nocrasisercs ¢
BBICOKOTEXHOJIOTMYHBIM AJITOPUTMOM MG POBaHMSI, KOTOPBI MpeoOpa3yeT Kak bl (haiiii ¢ UCMOIb30BaHUEM YHUCIIOBOTO psijia
a 3apaxkeHre MOXeT cOpachIBaTh Ipyrie BpeAOHOCHbIE pacimpenus. [IporpaMma-BrIMOraTesb UCTIONb3YeT TEXHOJIOTHIO
mmQ poBaHUS HOBOTO IMOKOJIeHHUs. PakTHUecKn mporpaMma co3faeT (aii apxusa (.zip), 3alHIIeHHbIA TapojieM, KOTOPHI OHa
cozpaet Ha 3apaxeHHoM I1K ¢ Windows. ApxuB BKI0UaeT B ce0sl CHAIIIOT, KOTOPBIA MMeeT BOZMOKHOCTh CKAHHPOBATh YacTh
JIMCKA JKEePTBBI, YTOOBI HAUTH OIpeesIeHHbIe (Pailibl C HAMBBICIINM YPOBHEM M30BITOYHOCTH. CKOMIIPOMETUPOBAHHBIE (haiiIbl
OJIOKHMPYIOTCSI, U YKA3bIBACTCSI IYTh K MX UCXOIHOMY MECTOIOJIOKEHHUIO. BRIMOraTesib uMeeT BO3MOXHOCTb OTOOPaXKaTh
HeOosbInoe coodmenne Ha skpane. CoodieHne MHHOPMHUPYET MOJIB30BaTENsI O TOM, UTO (hailiIbl ObUTH 3a0JJOKMPOBAHEI, U €CITH
OH WJIM OHA He 3aIlIaTUT BBIKYI, 3TO MOXET MPUBECTH K NOTEHIMAJIbHBIM PUCKaM, BKJIIOUas TOBPEXIEHUE CUCTEMBI, TIOCKOJIKY
3ammgppoBaHHble (aiiibl He MOTYT OBITh MepeMellleHbl WM yaaieHbl. OCHOBHAs MPENOChUIKA 3aKJII0YAETCs B TOM, YTO
3apakeHHbIe JaHHbIe OTOOPaKaTCs B 3alIM(pPOBAHHOM U ClleTKa UCKaxkeHHOM (opmate.OrnepaTophbl STOW MPOrpaMMBl-
BBIMOTATeJIs1 BKIIIOYMIIM BKJIAJKY ¢ Ha3BaHHeM «PacidpoBka», rjie nojb30BaTesell MonpocsT BBECTH Hapoiib, KOTOPBIH
pasosiokupyer 3aimdpoBanHbie (aiiibl. CrieluaIucTsl Mo 6e30MacHOCTH PEKOMEHIYIOT BCEM MM0JIb30BATESIM TOJHOCTHIO
yIAIUTh BPEJOHOCHOE MPUJIOKEHHE U HE TBITAThCSI BOCCTAHOBUTD (Daiiibl U3 apXMBa (3apakeHHbIE JaHHbIE). B HEKOTOPBIX
CIlyyasix MOXeT NOTpeOOBaThCs CASNATh PE3EPBHYIO KOIMUIO, YTOObI OTKPHIBATh M BOCCTAHABIMBATH (paiiibl. UTOOBI yAaIUTh
Ransomware Files Mac, Win Spam? u3 Baiuieii cucrembl Windows, BaM HEOOXOIMMO CHaYasla HAWTH 3apaXeHHble (haiiibl
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